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STJC™ Data Sheet

Science Tools’ Java Connection

Purpose:
STJC™ provides a secure method of calling Java-based programs related to The BigSur System™ on all platforms. This is required because Sun Microsystems’ Java can be easily attacked via spoofing techniques by clever users prior to execution ever reaching Java itself. STJC addresses this problem by securing the environment prior to calling Java and by providing a specially encrypted key that Java applications use as a way of determining that they were called properly or not.

Applications:
STJC™ can be used in every instance access to BigSur as desired, including:

· Desktop tools (e.g., Microsoft’s Excel)

· Java-based GUI interfaces (e.g., ScienceMaster()

· Interactive, command-line access (e.g., bash, DOS prompt)

· Batch processing (e.g., cron) 

· IDE - Integrated Development Environment (e.g., JBuilder)
Architecture:
STJC™ is a native binary executable written in GNU-C, so it runs on every platform available today. It works in conjunction with a configuration file on disk and runs in the context of the owner of the secured configuration file. It utilizes a patented encryption algorithm to pass communications between STJC and the called Java code. That application then instantiates the “STDB” Java class which decrypts the message and confirms to the application that the call was legitimate.

Testimonials:
David Metz, Alaska State Fairbanks SAR facility staff, February 14, 2002 "STJC is based on a solid design and is well written; Science Tools' writing of STJC to address our security concerns illustrates [the company’s] willingness to listen to and act on customer requests and has turned me into [ScienceTools’] biggest supporter.”

Features:
(
Configuration file - Applications can provide themselves with whatever configuration properties they may desire by adding entries to STJC’s configuration file. The format is simple and is in use today with both C and Java based applications.
· Environment Variables - STJC secures known vulnerabilities in environment variables such as PATH, CLASSPATH, LD_LOAD_LIBRARY, and so on, and explicitly sets these variables before calling application-level programs.

· User identity - both real and effective user-IDs are tracked while the called application runs in the user context of the owner of STJC and the configuration file.

· PID - The called application’s process ID is provided (not available in Java).

· “Context Switching” - On Microsoft Windows, STJC may be configured to use SSH to provide the user context switch to overcome Window’s shortcomings in this area.
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